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DETAILED ACTION 

1 . Claims 1-5 are pending. 

Claim Rejections - 35 (JSC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claims 1-5 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

As to claim 1 , line 1 1 page 8, the phrase "said interval key"; line 16 page 
8, the phrase "the common interval key"; "said common interval index"; line 18 
page 8, the phrase "said system" and line 19 page 8, the phrase "said common 
interval key" lack antecedent basis. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 
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5. Claims 1-5 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Bao et al., WO 00/57595 in view of Young et at., US 6,473,508. 

a) As to claim 1, Bao discloses a method and apparatus for 
encrypting and decrypting digital data for the purpose of protecting or securing its 
contents comprising the steps of dividing the data into data segments (Fig. 1 
element 100), each bit is associated with a different clock cycle and thus 
segment and interval are both equivalent to time interval; extracting at each party 
a common benchmark; agreeing among each party on a starting interval key 
referenced to the common benchmark (lines 11-13, page 3), Bao discloses the 
step of accepting at least a key shared with the decrypting party, thus a 
handshake or agreement has taken place; causing each party to generate 
iteratively a next interval key independently of each other party but with reference 
to an interval index, wherein the interval index is encrypted by the public key 
(lines 6-12, page 6), the segment key reads on the interval key, Bao further 
discloses segment keys are generated not only on the cryptographic key k, but 
also on previous segment keys (lines 27-32, page 8), thus previous segment is 
encrypted by a key, in this case public key could be used; initiating a secure 
communication between parties using reference to the interval index, not their 
respective interval keys (lines 5-7, page 7); causing each party to encrypt a 
message to be secured using the common interval key independently computed 
based on the common interval index (lines 14-22, page 3) and causing the 
encrypted message to be communicated such that the encrypted message can 
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be decrypted using the common interval key (lines 30-33, page 3 to lines 1-8, 
page 4). 

Bao does not disclose an escrow agent generating public and private keys 
to all parties within a communication system. 

Young discloses a key distribution center, which reads on an escrow 
agent, communicates public key to users (col. 1 , lines 25-35). 

It would have been obvious to one of ordinary skill in the art at the time of 
the invention to employ a key distribution center as an escrow agent or 
certification authority who is trusted by all parties to give correct keys information, 
as Young teaches, in the system of Bao so as to strengthen the security of 
communication channels. 

b) As to claim 2, Bao discloses the parties exchange their respective 
interval indexes and wherein the parties with the older interval indexes advance 
their interval index and compute the interval key corresponding to the latest 
interval index (lines 12-27, page 3). Bao discloses the parties share a secret key, 
initial value and other functions, thus it is a mutual agreement to exchange the 
data segment index (1=1, 2,...,), which reads on interval index, not interval key. 

c) As to claim 3, the examiner takes official notice that use of 
destroying old key after a new key is generated is quite well known in the data 
encryption art. 
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It would have been obvious to one of ordinary skill in the art at the time of 
the invention to employ the use of destroying old key once the new key is 
generated in the system of Bao and Young so as to make the system is even 
more secure. 

d) As to claims 4 and 5, the interval index and starting interval key 
are not communicated to the escrow agent. These information are only 
exchanged between parties involved in communication channels (lines 28-31, 
page 5). 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure 

a) US 6,731 ,758 to Graunke et al. discloses digital video content 
transmission ciphering and deciphering method and apparatus. 

b) US 6,330,671 to Aziz discloses method and system for secure 
distribution of cryptographic keys on multicast networks. 

7. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Minh Dieu Nguyen whose telephone number 
is 703-305-9727. The examiner can normally be reached on M-F 6:00-2:30. 
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If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Andrew Caldwell can be reached on 703-306-3036. The 
fax phone number for the organization where this application or proceeding is 
assigned is (703) 872-9306. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 
703-305-3900. 




Minh Dieu Nguyen 

Examiner 
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